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® URL: http://[baseURL]/oauth/authorize
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® URL: http://[baseURL]/oauth/access token
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4d40b896c0aed9820cb240f76

5 SRR Iz [F] http status code 500 PL A error message

715 OpenAPI

7E3R1S Access Token A Secret J&, NP Al LUl OpenAPI V5 in) . 58T
M HIEHE, AEREAT OpenAPI HJTESKIN, N FHFR PR T /5 2511 OpenAPI #% 11 By
TS, YR T EAE Header 1IN OAuth AH G S B LUE S 18 SRR IR AT
® OAuth 2%:

SR SR

oauth consumer key =77 NI Consumer Key




oauth_token WK access_token INIR[Iff] cauth token

oauth signature method | %4 5%, %HF HMAC-SHAL

oauth timestamp TR, BTN E), Ffr 22 fh

oauth_nonce BEMLER, 4 TR IEE BT, 5 3Bl IRl P TR — N )
— W R KIE K oauth nonce NAN[H

cauth version 1.0

oauth signature {fi] consumerSecret + ’&’ + oauth token secret

(% secret NifiK access token IR

oauth token secret, H Access Token Secret)¥
BIEN key, MAELMNELER cauth_signature LAk
MIER url URSEINA R, TR 5E RS, (] base 64
Gifity, HARZEALTIVE LMK D

T 2E RIS, 7EEHT OpenAPIIESKIN, 22441 N A H4E OpenAPI # 1 HASN [A] 1T

CVIENEE

1 A TERITTAN GET WEEH, fEiHEAEL IR T OAuth A2 4L &
OpenAPI [¥] URL, @IWSREH 5 B T, IEF5 28K 1% 1 query string H (1)
AR A E OAuth ZEIN A base string H— #2725 4

2. XFiEsk )7 POST H. Content Type & application/x-www-form-urlencoded
R, Bl 2B il AR L, R R AIER T OAuth AL S
OpenAPI [f] URL, &7 3%5 1% 4% 1 content body [ H AT AF OAuth 4§
T2 base string H—EZ T84, Bl ILA name

3. Xk Ak POST H. Content Type A multipart/form-data F4% 11, #l4n4y
AL, AT A A KT E N OAuth A 5 )5 5 ) OpenAPI ] URL,
AT FE content body ' )44

FAK AP 353K 7 20L& Content Type W, 3C5KT- OpenAPI TR 56H]

H & —4 OAuth AHOCHIZREERRAIL TH 24 DL IREL Request Token
F1 Access Token ] J5¥%, [RIFFRATT AL 4 T — 285 DLIE 511 SDK DUE N FH I K&
] DL T A, TE LB C.



H P #4E API

BERIER

URL: http://[baseURL]/yws/open/user/get.json

BRI GET

SCRFREE: JSON

REREHNE: & OCTEREN, S Wik HAY)

BERSH: L

REIGR: HAERIIN http RN 200, FFRFEIFFE R RIS http JRE&
oA 500 FFIR [FIET RS FIERAE S, TEILFE % B,
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{
“user” : “test@163.com”, // 1D
“total_size” : “10293736383”,  // HIJ M AR [A) KN,  FAALT Y
“used_size” : “1024” /] P B TS ERADN, B
“register_time” : “1323310917650” /] PPN ], B 2D

“last_login_time” : “1323310949120” [/ WP a8k ial, AL =Rb
“last_modify_time” : “1323310978120~ // H /& /GE0amtin), FpA7=ZFb
“default_notebook” : “/aB384D734” /] ZN I ERAZE I A
}
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® URL: http://[baseURL]/yws/open/notebook/all.json
® iEFkHK: POST

® Content-Type: application/x-www-form-urlencoded
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REFEHFNE: & TR, S iR B

BERSH: &

RBIGR: BAERIIE http IRAH 200, FHRMPIZEILCATIER, F—NEiILA
RN BONZE LA RIGES http RS 500 J& MRS FIERAE S
TE L% B

P VN GIE
[
{“path” : “/AAF64012E9864C”, /] LA AL
“name” : “EILA 17, /] LA AR
“notes_num” : “3” /] ZEUAPEILTIEH
“Create_time” : “1323310917” /] AR AR ], AR
“modify_time” : “1323310949” /] A R GBI TR, AR
3

{“path” : “/5SABOC6B33BD1162”,
nnameu . u%iazli 211’
“notes_num” : “10”

“create_time” : “1323311244”

“modify_time”: “1323310349”
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® URL: http://[baseURL]/yws/open/notebook/list.json
® K. POST
® Content-Type: application/x-www-form-urlencoded
® I HFKEI: JSON
o REFTEAFINE: & (KRTEXRB, SR HZA)
o EHERSH.
ZH 4 ZH Y] ST WL Heya 2R R
notebook AT & String

o R[EIZER: #HAEMIIN http RN 200, JHRFPRZECATHELIIR (H
AR, FICARTEEL B ORDO; KRIEH http JR7E 500 JFix
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“/AAF64012E9864C/DC12FTDE3”,
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]
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URL: http://[baseURL]/yws/open/notebook/create.json
WX POST

Content-Type: application/x-www-form-urlencoded
SCHFRE3: JSON

REREHFNE: £ CRTERE S Wik #AY)
HRSH

U4 SR AT I
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s SR /R A

name LR AR String

create_time | Gl [A], Ff7 4 FD,

o | FT
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T RAN R R WA R
iRl

B GEHR: HAERIIN http qRAS 200, FFIR[EDE G DA R BEAR s I
http JRZs 500 JFIR [FIHFRAGANESDRAE S, 7 WL H % B.

& Rl

{“path” : “/AAF64012E9864C"}

VE: AR, S EAE AR TR S AN, S LA G I TR A E]

AR AT REZE BN, AU R AR A AN ), 2B XA B I 1) T2 {7 [
I TN ARAS 5 (R B I 1)

[ ER PN

® URL: http://[baseURL]/yws/open/notebook/delete.json

® iEKJT: POST

® Content-Type: application/x-www-form-urlencoded

® I HFKE: JSON

o REFEMIFIAE: & ST ERER, Z Wik K7
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® ERSYL:

SR 4 ZA ST LI A E iyl 3|
notebook EATRP N ¥ & String
modify_time | MIBRESTE], FA7 A 15 Long

P, U SRAN TG E
EX AT

JREIGE R FRVE I http R 200, TR [EIEEE; 2R http R4S 500 Jf
IR P EE A A R B, PEIL I =% B,

ECERAE API

IR EIL

® URL: http://[baseURL]/yws/open/note/create.json

® K. POST

® Content-Type: multipart/form-data

® THEI: JSON

o REFTEAMPINE: & (RTERXRB, Z IR HZA)

o FXKSH:

ZH 4 ZH JE AT W H i 2 /R
source ZE10 KR URL 5 String
author EiEH 7 String
title Al bRt 7 String
content | ZEid1E3C (LA L% A = String

create_time | QIEEMF ], FAANAD, WERAR i Long

5T AP 2R ST )
notebook | 1ZHTEEICHTE KB ICA KIS i String

® R[EIZR: B AERIIRT http IRZSN 200, IR BT 220 B4R RIS http

AR 500 JIRIIH SR IAIHR G B, P ILIER B

£ BRI

{“path” : “/AAF64012E9864C/FE89D12134E"}
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® URL: http://[baseURL]/yws/open/note/get.json

o iFEkAK: PoST

® Content-Type: application/x-www-form-urlencoded

® IHFFKE: JSON

® REBFEHPINE: &2 RTERI, Witk H)

® HRSH:
SR ZHin W] ST WL s 2 /PR
path AT i String

® REIGR: AN http RN 200, FHRBERZZEICHAHAFE; R

http Ry 500 JFIR [FIHF R AN G DAE R, VRN X B.

P SN R

{

“title” : “ TAEIL3R”, /] ik

“author” : “Tom”, /] Bl

“source” : “http://note.youdao.com”, // ZEC KR URL

“size” : “1024”, /] LKA, WHFRELE S

“create_time” : “1323310917” /] FEC A ], AP

“modify_time” : “1323310949” /] BRI e N ], A D
“content” : “<p>This is a test note</p>  // i IFE X

}

(L E

URL: http://[baseURL]/yws/open/note/update.json
HRFK: POST

Content-Type: multipart/form-data

SCRFREE: JSON

REFREHNIE: & OCTERE, S Wik HZAY)
HERSH:



http://note.youdao.com/yws/open/note/get
http://note.youdao.com/yws/open/note/update

S SR JEAT I P I /R
path BB AT = String
source 1B UG 210 K IE URL %5 String
author B Un IS i String
title 160U 28 iE bRt 15 String
content | & 2B IC IE ST CE il L T String

B> AD
modify_time | SEIN R, BALHFE, 1 RATE 17 Long
S8 WA F 2R G [H]

REIGER: HAERIIE htte IRAN 200, TEiREIGER, KM http REN
500 JFIR [FIHE RIS RS RAE S, 1E L% B,

VE: B, R B E TR s N, 2Bl A i )R [ 5
I TR ] B 22 BRI R SRANFG e 1% I TR, 280 1 5O 1) ) 2% 42 7= A ()
A I [ i AR B (R s ]
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® URL: http://[baseURL]/yws/open/note/move.json

o iFEkAK: PoST

® Content-Type: application/x-www-form-urlencoded

® IHHE: JSON

® REEFZEAPINIE: & R T EXA ZWigkKH#)

o HRSH:
SR ZH FEAT WA Bl IR /PR
path HERB AL R A = String

notebook H PR ICA 1A = String

® REIGR: HAE RN http RN 200, R[FIEE) G HE LK KIKES http

IRZ N 500 IR I LR AT R AF B, VR ILPN % B.
ZR
{“path”: “/5ABOC6B33BD1162/FE89D12134E"}

MIEREC

® URL: http://[baseURL]/yws/open/note/delete.json

o EXRAFH: POST
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® Content-Type: application/x-www-form-urlencoded
® TFFE=: JSON
® REFTEMPINE: & CRTEXRB, ZIiER )
® ERBH:
€D ZH ] JE AT W Kl I R
path FEE M R ) 2B ] IR R AR = String
modify_time | BN [A], FANFD, WA i Long
S8 WA T 2R ST )

REIZER: EVERIhI http RN 200, TiREIZEH, KW http RSN
500 JFiR [P RIS A RS B, FEILF SR B,

5 FHRAE API

NREE TR

® URL: http://[baseURL]/yws/open/share/publish.json

o iFEkAHK: PoST

® Content-Type: application/x-www-form-urlencoded

® THEMEI: JSON

o REFTEMPFINE: 2 (KTEZXHB, Z WK HZ)

® HRSH:
4 ZH ] ST WL BRI /PR A
path ML LR AR o String

® R[EIZR: HAERIIN http JRZSH 200, FFR[FIZ S

A RERS: MO
http JRZA& K 500 FF& [FIES GRS RIS RA5 S, PEILF Sk B

p P

“url”:
“http://note.youdao.com/share/?id=a5ae59ffdale11caad3124288890b44d&typ
e=note”}

A XA =, AR AH T BB i s R A R 1%



http://[baseurl]/yws/open/share/publish.json
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AR R A

URL: http://[baseURL]/yws/open/resource/upload.json
BRI HK: posT

Content-Type: multipart/form-data

X ¥ : JSON

REBERSKE: £ (O FERi, 2Rk k)
ERBH:

N\

SR ZHR AT WA A 28R /B 1

file AL B A SO R B 1) S & Multipart File/PfH K
g4, KA. RN BESE) /N 25M

o R[FIGR: BAERIIN http RN 200, X T f, iRkl E A RI8EE: URL,
X A, RSS AR as AZBEAE —AN EIAR S, DR [ 2 R R %
BREAH S0 RV R4 HE URL LA EIARIF) URLs ZRIGCI http RASA 500 F 3k [A14E 15265
MERR(E R, TR B.
7~
K/

{"url" : "http://[baseURL]/yws/open/resource/28/d83f547f3055"}

AT

{

"url" : "http://[baseURL]/yws/open/resource/28/d83f547f3055"  // Bf{f URL
"src": " http://[baseURL]/yws/open/resource/29/7f2bd6fa2795"  // P#Hr URL
}

T BT RN, EME BARERUE, AR AR B RS R R 2,
DUANREATART 230 5 | PR BT A e 40 S S50 160 2 TR [ AT Fre A 5%

T/ E R /B

URL: http://[baseURL]/yws/open/resource/download/...

wXRFR: GET

REFERNE: £ O FERE, 2 Wik 0

RIEIGR: FVERIIN, response B [FI A4 S A () —HEHIAL; RIS http
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REE4 500 JFIR ARG A DR B, PEILIN =X B,
® ZuE:
1. STIFEC, Xl iR S B e, A 2490 ™ (1) OAuth
LA S B R] DAREOR . (1 B AE S R, R EAE EARRR RS, 3R IR0 By
1 LV A it n] DL S 3 by sAEA T 5 )
2. BAAPELIE R SO i A

fiix A: HEZELABTHKI

LEAC N A MRS AR 2R HTML IOFRICTE &, 46 70 K UM 5% tag 20K br
#HEMY HTML Tag, ME—FREAFEMHE XK Tage fERSC_EE A Tag SHRHUER)
img tag fHIA], — &Y tag WiTH:

<img src="http://note.youdao.com/yws/open/resource/22/7f2bd6fa2795441c">
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<img path="http://note.youdao.com/yws/open/resource/21/9fe604c7c90642fd8f"
src="http://note.youdao.com/yws/open/resource/22/7f2bd6fa2795441c">
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1001 token_rejected: consumer %17 $k%l, consumerKey %1%, consumer




B A, B request token B access token NAELET server 1,
o E B AT token, B token i1

1002 parameter_rejected: XS IR[FLEARR K key S
oauth_parameters_rejected, value #& ] parameter 1|3

1003 version_rejected: OAuth JitA 5 A& 1.0

1004 timestamp_refused: timestamp F 5 2>k N RELT 1 K

1005 nonce_used: 5 738l'N1% nonce L& # i H

1006 parameter_absent: f54ESE KA KL server

1007 signature_invalid: oauth 284 R4, W REIRNBA R4, B4 T7EM
B

1008 signature_method_rejected: oauth server %A P fL1% 2% 44 515

1009 access_state_error: FKHV token BPIRASTEEL, I B 551407
R4 [AUTHORIZED | REQUEST | ACCESS | INVALID]

1010 consumer_rejected: 1% consumer 7F server "PANAEAE, BA W EE S,
5# consumerKey B(A2, HUZIEWA SN H server HIEE T

1011 accessor_rejected: Hi token 5311 accessor )i, B# accessor
PR R B e e, Bl A R I

1012 callback_error: request token 1% K1) callback F1LLJ5 [f] callback A~ —% o

1013 callback_domain_error: 4R € callback J&, A& KH] callback 55 5 i% &'
1) callback PRI ANAH ]

1014 verifier_error: Verifier A~— 2%

1015 permission_denied: JCIZALN] token, BLHEFIAUGE A FEUL access

token
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206 UNKNOWN_URI: %521 URI 13K

207 AUTHENTICATION_FAILURE: JH ' iAiiF4 5

209 RESOURCE_NOT_EXIST: &KW B (A, Eid. M-S e
210 USER_SPACE_FULL: JH F'=%[a) Cih

214 INVALID_PARAMETER: H5iRIMEANSEL, WIS ECN 5%

220 USER_NOT_EXISTS: H JANTELE

221 USER_ALREADY_EXISTS: HIJ" C&A71E, AREERHM

225 PARENT_NOT_EXIST: ZEiCAMAAE, AREEIZE LA FRIEED




231 RESOURCE_ALREADY_EXIST: iZZEic & M e qide, AieEE Q)

304 NOTE_ALREADY_DELETED: Z2&ic T4 4IRS
307 INVALID_APPLICATION: JCAKIKIEE =7 N, ARZnt FH A B2 AL e $2AL

S, EIRXAE LT, N IR N AZ A s L A T — M AL

. MEEE LR
{
"error" : "209",

"message" : " Required note does not exist, path=/5AB0C6B33BD12/FE89D12134E"
}
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ActionScript/Flash
oauth-as3 http://code.google.com/p/oauth-as3/

A flex oauth client

http://www.arcgis.com/home/item.html?id=ff6ffa302ad04a7194999f2ad08250d7

C/C++
QTweetLib http://github.com/minimoog/QTweetLib
libOAuth http://liboauth.sourceforge.net/

clojure

clj-oauth http://github.com/mattrepl/clj-oauth

.net
oauth-dot-net http://code.google.com/p/oauth-dot-net/
DotNetOpenAuth http://www.dotnetopenauth.net/

Erlang
erlang-oauth http://github.com/tim/erlang-oauth




Java
Scrible http://github.com/fernandezpablo85/scribe-java
oauth-signpost http://code.google.com/p/oauth-signpost/

javascript

oauth in js http://oauth.googlecode.com/svn/code/javascript/

Objective-C/Cocoa & iPhone programming

OAuthCore http://bitbucket.org/atebits/oauthcore
MPOAuthConnection http://code.google.com/p/mpoauthconnection/
Objective-C OAuth http://oauth.googlecode.com/svn/code/obj-c/

Perl

Net::OAuth http://oauth.googlecode.com/svn/code/perl/

PHP
tmhOAuth http://github.com/themattharris/tmhOAuth
oauth-php http://code.google.com/p/oauth-php/

Python
python-oauth2 http://github.com/brosner/python-oauth2

Qt
gOauth http://github.com/ayoy/qoauth

Ruby
Oauth ruby gem http://oauth.rubyforge.org/

Scala

DataBinder Dispatch http://dispatch.databinder.net/About

SDK



Java
http://code.google.com/p/ynote-sdk-java/
https://github.com/lichongxin/YNote-Java-SDK

PHP
http://code.google.com/p/ynote-sdk-java/downloads/list
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1. Z541F) base string FH LA P& 41k

a. WRJTIESA, Bl GET/POST 4%, NN 75 %44 NG AT R k& 4 (IF
3D,

b. URL (query parameter Z i fI355, ANEE ?), http 8L https 75 246/
5, http WERAHAT 80 di 1, B https AT 443 i 11, Ty EORE LA
Flopth o T AN GEA WG 9120

http://local:9999/requestToken

= http://local:9999/requestToken
http://local:80/requestToken

= http://local/requestToken
https://local:443/requestToken

= https://local/requestToken

c. Z¥(query parameter F1 IS4 LI & OAuth S40), 1 /CH X ST
WG, PP EEFFEHES] . A key #HE, DL value 457k
B o T AU . key 5 value Z WATR”="1%4%, Wik value==null, |
fEH AR AR, IANSEOT < AT &7 %4, S5 T R e 2%
TR TSN A&

WL L ab,c =B HATRIAR S, T &IERIFF 2 T 24 1 base string,



http://code.google.com/p/ynote-sdk-java/
https://github.com/lichongxin/YNote-Java-SDK
http://code.google.com/p/ynote-sdk-java/downloads/list
http://local:9999/requestToken
http://local:9999/requestToken
http://local/requestToken
http://local:9999/requestToken
https://local/requestToken
https://local/requestToken
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2. 254411 key & ConsumerSecret + & + TokenSecret, 1M TokenSecret &V 1 75
B, MAFRSFFH””,  ConsumerSecret fil TokenSecret ‘T 5T MR ik i 1,
RGBT .

3. RPN String HEAT URL gt o, K47+ 853 07 %20”, 1 * " " %2 A7,
B BTE" R~

4. 55470 LIg ] HMAC-SHAL,PLAINTEXT, RSA_SHA1 =Fl. " PLAINTEXT
H 2 ) key. EZITIEATRBAEA .

13224 NG Base6d EATHY, i )io iY77 5 RICA oauth_signature.

Examples:

1. PIFRHEX request_token K], 1% K AFEASE Bl R -

153K URL: http://note.youdao.com/oauth/request token
kA GET

OAuth Z%{: oauth_consumer_key, oauth_signature_method, oauth_timestamp,

oauth_nonce, oauth_version

X W25 44 1) base string A

GET&http%3A%2F%2Fnote.youdao.coms2Foauth%2Frequest token&oauth consu
mer key%$3D2456£9dd37el162ffe237c8b88739925f%260auth nonce%$3D120931704
2071280%260auth _signature method$%3DHMAC-SHAl%26oauth timestamp%3D134

3638182%260auth _version%3D1.0

2. DLEIEZEAIA RG], KA BT

153K URL: http://note.youdao.com/yws/open/notebook/create.json
WHkJ7: POST

Content Type: application/x-www-form-urlencoded

1K Z%: name=New_Notebook

OAuth Z4%{: oauth_consumer_key, oauth_signature_method, oauth_timestamp,

oauth nonce, oauth version

Xt N 2544 ] base string 4


http://note.youdao.com/yws/open/notebook/create.json
http://note.youdao.com/oauth/request_token

POST&http%$3A%2F%2Fnote.youdao.com$2Fyws$2Fopen%2Fnotebook%2Fcreate. j
son&name3s3DNew Notebook%26oauth consumer key%3D2456£9dd37el62ffe237c
8b88739925f%260auth nonce%3D1209327240426679%260auth_signature metho
d%$3DHMAC-SHAl%260auth timestamp%3D1343638192%26oauth token%3D4948a92

00d25424566682af4ac8b2cd4b%260auth version%3D1.0




